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«TeMHan ceTb>» B LLIBenuapuu | Darknet
en Suisse

ABTop: Jlenna babaesa, bepH-JlozaHHa-Lliopux , 03.05.2018.

TemHble gena... (24heures.ch)

HepnaBHue nccnenosaHusa NokKasbliBaloT, 4TO KoH(enepauma BXOAUT B YNCIIO CTPaH C
Hanbonbwunm yncnom gunepos B Darknet («gapkHeT», ByKB. «TeMHasa CeTb») NO
OTHOLLUEHMIO K pa3Mepy HaceneHns. B napkHeTe MOXKHO Nerko KynnTb HAPKOTUKM,
nporpaMmMHoe obecnevyeHne ona Xxakepos 1 gpyrmue Toapbl.

I

Des recherches démontrent que la Confédération figure parmi les pays qui comptent le plus
de cyberdealers actifs dans le Darknet par habitant. Darknet propose d’acheter facilement
des stupéfiants, logiciels de hacking, et autres produits.

Darknet en Suisse

HapkHeT - cerMeHT IHTepHeTa, K KOTOPOMY HEBO3MOXXHO NMOOKJIIOYNTLCA Yepes 06bIYHbIN
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bpaysep, n roe obecneymBaeTca 6bosee BbICOKMN YPOBEHb AaHOHMMHOCTU. B «TeMHOM ceTu»
MHOI0 NPOAaBLIOB M MOKynaTesien, KOTOpble 3aHMMAOTCA HE3AaKOHHOW OeATENIbHOCTbIO,
eCTb Cpein HUX N Weenuapubl.

XXypHanucTbl raseTbl Tribune de Geneéve nerko 3akasaln Ha OHOM N3 LIBENLLAPCKNX
CanToB B AapkKHeTe KokauH, JICL n annpa3onam. NocnengHee cpeacTBO UCMONb3yeTCa Ans
Jle4eHNs naHn4YecKnx pacCTpPoMCTB N HEBPO3OB M NpoaaeTca B anTteke (30 TabneTok 3a 9
hpaHKOB), 0QHAKO B AapKHETEe He HYy>XXeH peLenT OT Bpada. HekoTopble NPUMEHSAIOT ero He
Mo Ha3Ha4YeHnto: AenarT U3 TabNeTok MOPOoLLOK N 3aTEM €ro BAbIXatoT.

BocTop>XeHHble 0T3bIBbl B AapKHeTe noayyunn guniep nod ncesgoHumom Happy-Olaf, y
KOTOPOro 3a nocsiegHue Tpu Mecsila rnokynanam KokanH 140 yenosek. B csoem npogune
rnponaseL, UCNoJib3yeT KapTUHKY cHerosuka Onaa N3 aMepukaHCKOro MyabTduibmMa
«XonogHoe ceppue» n cnoraH «Let it snow! let it snow! let it snow!» B nepeBoge ¢
AHIIMNCKOro 3TO 03HavaeT «[1ycTb naetT cHer'!», HoO N3BECTHO, 4YTO CJIOBO «SNOW>» B
onpepfesieHHbIX Kpyrax ncnosb3yetca Aaa o603Ha4YeHUss HAPKOTUKaA B NMOPOLLKeE.

Happy-Olaf BegeT cBon 6usHec Ha canTe Dream Market, no ceoen cyTn nogobHoOM canTy
eBay. YTobbl MONYy4YnNTb K HEMY O0OCTYM, HY>KHO YCTaHOBUTb CNeunasbHOe NMporpaMMHoe
obecnevyeHmne, obecneymBatoLLee aHOHUMHOCTb MHTEPHET-MOJIb30BaTENA N NO3BOAAOLLEE
BONTMK B fapKHeT. Takas onepauns 3aHMMaeT HECKOJIbKO MUHYT.

Y4yunTbiBas BbllLECKA3aHHOE, BO3HUKAIOT BOMPOCHI: HACKO/IbKO aKTUBHO Takne CalThbl
ncnonb3ytoTca B LUBenuapun? KTo npodaeT u NokynaeT? 3a4eM UCKaTb HAPKOTUKK B
[apkHeTe, ecny UX MOXKHO JIErKO KYnMnTb Ha ynuue? Kak ¢ aTum asneHunem 6optoTcs
BJlaCcTn?

HeneranbHasa TOproens B «TEMHOW CETU» pacuBena B nocnegHue natb neT. B 2013 roay
Ha «cKpblToM» canTe Silk Road (npeawectBeHHUKe Dream Market) 6b110 okono 14 000
obbasneHnn, a cerogHa Ha Dream Market npogaetca 118 000 ToBapoB: KpaAeHble
KpeauTHble KapTbl, (hasblumMBble AEHbIW, NPOrpaMMbl A1 XaKepoBs, NoAAeNIbHblIE CBUTEpa
oT Gucci, TabneTkn 3KCTa3n N faKe 3NeKTPOHHbIe KHUIK. ECTb 1 orpaHuYeHuns: 30echb
HeNb3sa NMpoAaBaTb OpyXXWe, OeTCKY NopHorpaduio, Buaeo ybuncTse, npegyaraTtb ycayrum
HaeMHbIX ybuny,.

Bo3Bpawasck kK nosnuusam LLisenyapun B HE3aBUAHOM PENTUHIe OTHOCUTENbHO JapKHeTa,
nobasum, 4TO BMecTe ¢ Hnpepnangamum n BennkobpmutaHuen oHa BXOOUT B HNCII0
nnpepos. NccnepoBaTtenn OKCHopOCKOro yHUMBepcuTeTa yCTaHOBUIN, 4TO U3 52 cTpaH
LLIBenuapusa 3aHMMaeT BTOPOE MeCTO NOo NpoaKe KoKauHa, TpeTbe - No npojake
KaHHabuca n nAToe - No Npoa>ke oNMonAHbIX HAPKOTUKOB.

MNpenopnaBaTenu LLUKobl KPUMUHANUCTUKKM JI03aHHCKOro yHuBepcuTeTa (UNIL) KBeHTuH
Poccu u Jlioposmk CTasnm npoaHaan3nposasaun B rMpoLsioMm rogy obbvsassieHna Ha Dream
Market n Hawnm Tam 6onee 50 WBeNLAPCKNX NPOAABLIOB, HEKOTOPbLIE U3 KOTOPbLIX BeayT
0YeHb OXKUBJIEHHYIO TOProBJito. 10 oLueHKe y4yeHbIx, 3Tu atan MoryT 3apabaTeiBaTe A0 17
000 dpaHkoB B MecsL,. 60% pbiHKa «obecneymBatoT» 5 NnpoaaBLOB, HEPEAKO OOANH U TOT
Xe gunep npensiaraetT HECKOJIbKO HAPKOTUKOB.

KBeHTWUH Poccu gobaBuni, 4To, HECMOTPS Ha POCT NPoJaXk B AapKHETe, Ha cerogHs obbem
cOblBaeMbIX TaM HAapPKOTUKOB coCTaBssieT 1% oT MnpoBoro obopoTa.
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3aKa3aHHoe «3enbe» XYpPHanucTbl Tribune de Geneve onnatnam GUTKOMHAMU, KOTOPbIE
npuobpenn B aBTomMaTe B LeHTpe Jlo3aHHbI. [na onepauunn, He npesbiwatowmx 5000
¢hpaHkoB, Takor aBToMaT He TpebyeT NOATBEPXKAEHUSA JINYHOCTU NOKynaTens.

MNonyyeHHble HAPKOTUKN BblNn NepefaHbl B POMaHACKUA NHCTUTYT cynebHon MeanumHsbl
(CURML). naBa otpenenHunsa Tokcukonornn CURML Mapk Ayrcbyprep nogTesepann nocne
aHasM3a, 4TO TOBapbl COOTBETCTBYIOT ONMCAHUIO Ha CTpaHuue npoaasua. «KoHgpeTa» C
NIC[ copep>kana 65 MUKPOrpamMm 3TOro BeL,ecTBa, 4TO TUMNYHO AJ19 TaKUX TOBapoOB.
YnctoTa KoKanHa cocTaBuna 58%, No cBOeMy COCTaBYy MOPOLUOK 04eHb 6/IN30K K TOMY, 4TO
npofaeTcsa Ha yauue, gobasnn nccnepgosatenb. «OTcyTcTBME 0OMaHa MOXKHO
paccMaTpuBaTb, Kak XOpPOLLUY HOBOCTb, MOCKOJIbKY MOKynaTe b 3HaeT, 4To npuobpeTaerT.
C opyron CTOPOHbI, KpallHe TPEBOXHO TO, YTO HE3AaKOHHbIE N O4YeHb BpeLHble BeLlecTBa
TakK JIerko nony4nTb», - oTMmeTnn Mapk Ayrcbyprep.

Boaya3seu Mankn (nma nameHeHo) pabotaeTt nporpammmctoM. CBOIO NEPBYIO MOKYMKY -
KaHHabuc - B JapKHeTe OH CoBepLIn YeTbipe roga Hasan. Bnocnencrtesum npnobpetan
JICLD, KOKanH 1 gpyrmne ToBapbl: «9TO MOXET MoKa3aTbCH NapafoKcasibHbIM, HO A5 MEHS
NAapKHEeT - 3an0r 6e3onacHOCTN. TaM MOXXHO BUOETb OLLEHKN, KOTOPbIE CTAaBAT MOKynaTenun
npofasuaM, U 3TO HaZleXXHee, 4YeM NoKynaTb y Ansepa Ha yamue. A pUCK TOro, 4TO MeHs
MOMMalOT, HAMHOIO HMXXE, YeM Ha yauue».

OxoTa Ha noceTuTesNien Taknux NnaTdopM B AapKHeTe npefcTaBaseT TeXHNYeckune
TPYAHOCTU, OflHaKo B ByayuiemM cnMTyaumns MOXXeT N3MeHUTbCA. B HacTosiuee BpemMs B
LLiBenuapun 3aBefeHbl LeCATKU el Ha NpoaaBLoB v noTpebutenen. KeeHTnH Poccun
nogyepkHyn, 41o nban TpaH3akKuMa OHNANH OCTaBAsSeT HAMHOro 6onblue ynukK, 4em
NOKYyMKa Ha ynuue, U Takue yanKnm MoryT COXpaHATbCA 40rO.

MpofaBLaM rpo3nT 3aksoYeHne 0o 3 neT, 0AHAKO UX 3TO He NyraeT. O6MeHSBLINCH C
Happy-Olaf kognpoBaHHbIMK COOBLLEHNAMU, KYPHANNCTbI BLISCHUAW, 4TO 3@ 3TUM
NCeBOOHNUMOM CKPbIBAOTCS HECKOJIbKO YEJIOBEK, KOTOPbLIE «COXPAaHAOT aHOHMMHOCTb.
OyeHb BaXKHO, fla)ke Yyepes HECKOJIbKO NeT paboTbl, 6bITb TaKMM XKe OCTOPOXKHbIM, KaK 1 B
nepBbi AeHb. IMEHHO B TOT MOMEHT, KOrfa CHM)Kaelwb 64MTeNbHOCTb UM HaYMHaeLlb
LYyMaTb, YTO Thbl BbiLLE MOMMLNMK, PUCKYELLb AOMYCTUTb OWNOKK. A 0N apecTa AOCTaTOYHO
BCEro ogHOM», - cCoobLLmnnn annepsi.

B LLiBenuapun Ha4yaTo CeacTBMe No pAady e, B KOTOPbIX 3aMellaHbl rpaxaaHe
KoHdenepauun, 6narogapsi COBMeCTHOM onepaunmn aMepukKaHCKom N HUaepAaHaCcKomn
toCTULMK. IHOCTPaHHbIE CTPaXXn nopsiaka CyMesin nosly4nTb OOCTYN K cepBepaM ABYX
KPYMHbIX PbIHKOB B AapkHeTe - Alphabay n Hansa - n cobpaTb faHHble 06 nx
nonb3oBaTtensax. Cpean nocnegHux - 82 weenuapua, AaHHble 0 HUX Oblv NepefaHbl B
nonnumnio KoHpenepaunmun. Pedb nget o xxuntenax KaHToHoB Lopux, Apray, CaHkT-IanneH u
JhouepH.

B nHTepBblO, NpenocTaBsieHHOM B 4YaTe Ha canTe Dream Market, oanH n3 aunepos
pacckasas, 4TO 3aHMMaeTCs Npofaken HapKOTUKOB BMecTe € Apy3bAaMnu. OHU BCe -
weenuapubl B Bo3pacTte oT 20 go 50 neT, KOHOMJIO BblpallMBalOT B HEMELKOA3bIYHOMN
YacTun KoHpenepaunm, cBoe 3aHATUE pacCMaTPMBAIOT, KaK UCTOYHUK OOMOJIHUTENIbHOr O
noxopa. Nepsoe npaBunao nx busHeca - UMeTb TakXXe nerajbHbl 3apaboTok. B nHTepHeTe
oHu npopatoT 20% cBoero ToeBapa, oCTajibHOe - Ha yauue. lNpexae, 4eMm Ha4yaTb TOProsJIto
OHJIaH, ounepbl HALLIN B CETU COBETbI, KaK CKPbITb CBOE peasibHOe MeCTOMOJI0OKeHNe, U
rnepeHanpasBaflOT CBOW Tpaduk Yyepes cepeep B BocTo4yHom EBpone.



JliobonbITHO, 4TO, NOKa CTpaxXu nopsaanka 60p}OTCF| C HapKoToprosuamMu, yd4eHble
npensaratoT NCNOJIb30BaTb HAPKOTUKMN ONA fiedyeHnd. Mo gaHHbLIM HegaBHero
nccnenoBaHnd, nposegeHHoOro prI'II'IOVI aMepnKaHCKNX y4€HbIX N3 Pa3HbIX YHNBEPCNTETOB,
npunem s3KCTa3snm noa KOHTpoJsieM AOKTOPOB MOXXET NMOMO4Yb COJijaTaM CrnpaBUTbCA C
MNOCTTPpaBMaTUYECKNM CTPECCOM.

Cnabble CTOPOHbI UCCNefoBaHNSA 3aK/l04aloTCsA B TOM, YTO B HEM y4aCTBOBasM BCero 26
YyenoBek, B TOM 4yucne 22 BeTepaHa. Kpome Toro, nosy4yeHHble pe3yabTaTbl He
CpPaBHUBANNCh C pe3ysbTaTaMn Yy4aCTHUKOB U3 FPynnbl, IpMHUMaBLLen TabneTku nnauebo.
ABTOpbI UCCNEenoBaHNSA OTMETWU/IN, YTO YYACTHUKM, KOTOPbIE NPUHSAIN CaMble CUJIbHble
[103bl, ABCTBEHHEE BCEX MOYYBCTBOBAJIN CHM)XEHNE NOCTTPaBMaTUYECKOro cTpecca.
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«JlerasbHasg MapuxyaHa» He cgaeT cBOM no3uuunu B LliBenuapumn
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