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Poccunckue «DDoS-pakeTbl» pgonerenm
no LLiBenuapuu | Les «missiles DDoS»
russes atteignent la Suisse
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He ygaeTca nonyuuTtb QOCTYN K CAnNTy
CoepuHeHue cbpolueHo.

Monpob6yiTe caenats cneayloulee:
+ MpoBepbTE NOAKNIOUYEHWE K MHTEPHETY.
» poBepbTe HAaCTPOKKM NPOKCU-cepBepa U BpaHaMayapa.
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B noHepenbHuk canT Fedpol 6611 gonroe spems HegocTyneH. CKpHLWOT Hawen Ma3seTol

B noHepenbHMK 12 MIOHA CalTbl MHOMMX WBENLLAPCKUX FOCYAAaPCTBEHHbIX YYpe X AeHUNA
CTanun xxepTBaMu kmbepaTakun, NPeanoN0KNTENIbHO OPraHN30BaHHOW XaKepCKomn
rpynnmposkont «NoName».

Lundi, plusieurs sites de I'administration fédérale ont été victimes d’une cyberattaque,
prétendument organisée par le groupe «NoName».

Les «missiles DD0S» russes atteignent la Suisse
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12 NIOHS MHTEpPHEeT-CTPaHULbl AernapTaMeHTOB ICTULUK U MOANLUN, PUHAHCOB,
BHYTPEHHUX Aen, a TakxXe canTbl Fedpol, napnameHTa n >XenesHo40pPOXKHON KOMMaHUn
CFF/SBB 6b171 BpeMeHHO HeaoCTYMHbl. BO BTOPHUK 13 cTpos Obia BbiIBEAEH CallT
XXeHeBcKoro asponopTa. NMpu4nHon ctana DDoS-aTtaka (aHrn.: Distributed Denial of
Service) Ha MHOPMaLMNOHHbIE CUCTEMBI (hefepasibHON afMUHUCTPaL NN,

Bo Bpemsi DDoS-aTak Be6-CalTbl U MPUNOXKEHNS «HABOAHATCA» nnn «bombapanpyroTcs»
LeneBbIMM 3anpocamu, 4TO MPUBOOMT K UX NEPErpy3kKe U TOMY, 4TO NOJIb30BaTENN He
MOTrYT NOJIY4YUTb K HUM A0CTyn. OaHaKo AaHHble Npu 3TOM He TepsatTcsa. CanTol
FOCCTPYKTYP PeryssipHo NoABepratoTcsa HanageHnsm, HO pa3Mep HblHELWHEro BbIXOAUT 3a
paMKu 06bl4HOro. YTo6bl OpraHmM3oBaTh TaKylo aTaKy, HEe HY>KHO ObiTb BblAAOLWMMCS
XaKepPOM, HO 3alNTUTLCS OT Hee C/IoXKHO. CrneunanncTbl, TEM He MeHee, MPUHAIN Mepbl
0151 CKOPEWNLEero BOCCTaHOBIEHNA AOCTYMNA K UHTEPHET-CTPaHNLLAM U NPUIOXKEHUSIM.

OTBETCTBEHHOCTb 3a HanageHue B3sa Ha cebsa NpopoCCnINCKasa Xxakepckas rpynnmpoBKa
«NoName057(16)», koTopas Ha NPOLLUION Heaene y)Xe aTakoBaslia CalT WBeNLapckoro
napnamMmeHTa. Xakepbl NOSACHUAM B cOUManbHOM ceTn Telegram, 4TO aTaka CTana peakuunemn
Ha To, 4TO bepH NnpucoegnHUACA K 0ecATOMY NakeTy caHKuu EBpocotosa. Bnagnmup
3eneHckuin nobnarogapun 3a 3710 LLBenuapuio, a B OTBET rpynnunpoBKa «oTbnarogapwia
weenuapckmnx pycodobos, otnpasmB DDoS-pakeTbi». TOYHO YCTAaHOBUTb BUHOBHbIX MOXXHO
OyneT TONIbKO B X04e paccriefoBaHUA.

LLinpokoi obLecTBeHHOCTU CTasno n3BecTHO o «NoName» B MapTe NMpoLUIOro roga: €
Ha4yaj1a BOMHbI B YKpanHe rpynnmpoBka HEOOHOKPATHO aTakoBaJsla CalTbl CTpPaH, KOTopble
BbICTYNAlOT B ee noanepxky. Cpean noctpagaswmx - Beb-cTpaHuLbl NOAbCKOIrO
npasnTesibCTBa, PPaHLY3CKOro napjaMeHTa, MUHUCTPA MHOCTPaHHLIX aen fepMaHuun
AHHaneHbl bepbok, nopTa MNeHyn n hpaHuy3Cckux xenesHbix gopor SNCF.

MpuMeYvaTenbHO, YTO HanaJeHne KnbepnpecTynHUKOB rnpounsoLsio B leHb Poccun.
HanoMHMM Tak>Xe, 4TO B 3TN AHM B bepHe NpoxoanT napsiaMeHTCcKas Ceccus: BOMHa B
YKpanHe, Bonpochbl (OPUHAHCOBOI MOMOLLIX 1 BO3MOXXHOIO PE3KCMOpPTa BOOPY)XEHUN
HaxXoAsATCS B LeHTpe noantuyeckmnx gebaTtos. bonee Toro, B YeTBEPr YKPANUHCKUN
npe3naeHT Bnaanmup 3eneHCcKuii 0JKEH BbICTYNUTbL N0 BUAEOCBA3M Nepeq,
LIBEALLAPCKMMU NapslaMeHTapusMu.

Taknm obpasom, kmbepaTaka Ha HenTpanbHyto LLBenuaputo 6bina NOANTUYECKN
MOTMBMPOBaAHHOW. Kak oTMeyYatoT aKcnepThl B chepe NT-6e30nacHOCTH, pedb NOeT o
rmbpmnaHon BoMHe, KOTOpas BeAeTCA He TOJIbKO Ha nose 605, HO U B LM POBOM
npocTpaHcTBe. [10 MHEeHNIO ANPEKTPUCHI IKCMEPTHOro LeHTpa B 061acTtn undposoro
nosepus n knbepbesonacHocTu Trust Valley JleHHur MNenpoH, aTaky CTOUT pacCMaTpuBaTb
KaK Ba>XHbIW CUrHaJl HAKaHYyHe BbICTYrJsieHUsa BnagnMmupa 3esieHCKOro B napjlameHTe. B
CBOIO o4epenb, anpekTop XeHeBckoro MHCTUTyTa CyberPeace CtedaH [toreH nosacHWM B
MHTepBbto Le Temps, 4TO ero opraHmsaumsa npuctanbHo HabnogaeT 3a «NoName»,
OTCNEeXNBAsA N OOKYMEHTUPYSA OENCTBUS XaKepoB Ha cneyunanbHon nnatdgopme. Mo cnosam
crneymnannucTa, rpynnmpoBKa NpPoOBOAUT OT wWecTn Ao gecatu DDoS-aTak npakTuyecku
eXe[HeBHO, Hananas, B OCHOBHOM, Ha HeBOKOLW e CTPaHbl MO reonoINTUYECKNM
npuYnHam n cnctemaTnyeckn nybankys s ceoem Telegram-kaHane coobuieHne,
obbAcCHAKOWeEe, NoOYeMy Ta UK MHaa cTpaHa Obina BoibpaHa ans odepenHon DDoOS-
KaMnaHuu.

OobaBunm, 4TO B nocseaHee BpeMsa penepanbHbll bepH He pa3 CTaHOBUJICA XXepTBOW
xakepoB. Kak y>xe coobulana Hawa lNa3eTa, B pe3ynbTaTe aTaku Ha KoMmnaHuto Xplain,
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nocTaBAsAOLWYO NporpamMMmHoe obecnevyeHne HEKOTOPbIM FOCYAapCTBEHHbLIM BEAOMCTBaM,
BKJIH0OYAs TaMOXXHIO, NOJIMLLENCKME yrpaBaeHUs 1 apMuio, bblan noxuiieHsl rurabanTol
OaHHbIX. CHavana cneunanncTbl Noaaraanm, 4To B pykKn knbepnpecTyrnHMKOB nonana
TOJIbKO MH(pOpMaLnsa U3 Nepenmncok C KIMeHTaMm, HO NMo3>Ke BbIACHUI0Ch, 4YTO
orepaTuBHbIe JaHHble TakXe bbIn ckoMnpoMeTupoBaHbl. M0 AaHHbIM raseTsl Le Temps,
KOoTOopas nepBon coobLinsia o cy4YnsLLIeMcs, aTaka Oblla oCyLLeCcTBJIeHa XakepCKon
rpynnuposkoin Play, paHee aTakoBaBLlen MmeanaxongnHru CH Media n NZZ.
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