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Ee nmsa - MELANI, oHa 6ecnonobHa, onepaTuUBHA U OEPXXUT B CTpaxe pa3bonHnKos
BUPTYasibHOro npoctpaHcTBa. CloXKeT LWNMOHCKOro cepuana? HeT, HoBas wBenuapckas
cucrteMa MHGOOPMaLMOHHOM 6e30MacHOCTK.

I

La Suisse est mieux armée pour lutter contre I'augmentation des affaires d’espionnage
informatique et de vol de données.

L'arme suisse contre les cyberpirates

B cBeTe HegaBHUX Kpa>k 6aHKOBCKUX AaHHbIX LLBenuapusa ycmnnsaet o60poHY NpoTue
NHTepHeT-NnpaToB 1 MHPOPMALIMOHHBLIX LLUNMWOHOB. HOoBas cuctemMa LleHTpa perncrpaunm u
aHasn3a ans 3awnTbl MHPOPMALUMOHHbLIX AaHHbIX (MELANI) npownbiM neToM packpbisia 148
noAo3puTeNnbHbIX canToB. C ee NOMOLLbIO BAaCTAM He CoCTaBnseT Tpyaa 61oknposaTh
onacHble agpeca AoMeHa .ch B csiy4ae peasibHOM ONACHOCTMU.

XepTBaMun MHGPOPMaLMNOHHOIO LUMNMOHAaXXa N BUPYCHbIX aTak B nepBom cemecTpe 2010
roga, no gaHHbiMm PenepanbHOro genapTaMeHTa PUHAHCOB, CTaNn AaXke TakKune rmraHThbl,
Kak Google n Adobe. Hn oanH WBenLapCKnin CanT He 3aCTpaxoBaH OT HalLeCTBUSA
BUPTYasibHbIX NMMpaToB. CaMbiIMK pacnpoCTpaHEHHbIMW MeToAaMN MOLLEHHNYEeCTBa B
NHTepHeTe oCcTaloTCa HEBUANUMOE MaHUNYIMPOBaHNE CanTaMu U «PULLNHI», NPU KOTOPbIX
B CUCTEMY, HeE3aMeTHO 419 NoJsib30BaTesNd, BBOAUTCS TaK Ha3blBaeMbll «MasiBapb>,
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3/l0BpefHoe nporpammHoe obecrnedyeHue, nobbiBatollee Ass NMpaToB BCIO Heobxoanmyio
MHGOPMaLUNIO, BKJIOYasA «3aceKpedyeHHble» MMSA NoJib3oBaTesia 1 naposb. OAHaKo € anpens
3Toro roga MELANI MO)XeT KOHTPOIMPOBaTb 1 06e3BpeXXnBaTb 3apa>KeHHbIE ONMaCHbIMN
nporpamMmmMamMmun canTbl goMeHa .ch. M3 237 000 NpOKOHTPOJIMPOBAHHbLIX C MOMOLLbIO HOBOIO
obecneyeHunsa cantos, 148, To ecTb 0,6%, OKa3zannucb NoA NOA03PEHMNEM U BbIIN 3aKPbIThI
NN OYULLLEHBI.

C/nCTEeMa KOHTPOJIMPYET CaTbl HE TOJIbKO Ha BUPYCbl, HO N aBTOMaTU4YeCKM NpoBepseT,
Kakoe BO3[eNCTBME OTKPbITME CTPAHWUL, OKa3blBaeT Ha KOMMbIOTEP N HE 3anpsATancs u
roe-HMbyb HegobpoXKenaTebHbIN WNWOH. Mpu 06Hapy>XeHW NoA03pUTENBHON
NPOrpaMMmsbl, Ha4MHalLWEN CYNTLIBATbL KOH(MUAEHUNANBHYIO MH(OPMaLUIO, CUCTeEMA
nogHMMaeT TPEBOrY Y aBTOMAaTUYECKM NOCbIJIaeT NpeaynpexaeHne Baaaesnbly canTa unm
npoBanaepy, Nnepel TeM KakK NPUCTYMUTb K «HUCTKE».

Ecnn NHTepHeT-canT noAo3peBaeTcsa B pacnpoCTpaHeHUN 3/10BpeiHOro NporpamMMHOro
obecrneyvyeHns n KOHPUAEHUNANbHbLIX AAaHHbIX, COTPYAHUKW LeHTpa WHpopMaLMOHHOM
be3onacHOCTM MOryT ero 6/10KMpoBaTh. DTY BO3MOXHOCTb OHU MNOJYYUN HELABHO
bnaronaps pesn3nmn 3aKoHa O 3almMTe NMHPOPMALIUN U [0 HACTOALLEro MOMEHTa He
NCrMoJsib30BasiN, TaK KakK 3aKpblTUe caTa OCTaeTCs KpaHen Mepon.

KoHKpeTHbIN npumep: B heBpasie cuctema MELANI noMmorna otbmnTb aTaKy MOLUEHHUKOB,
rnepecbiyialoLLmnX B roCyapCTBEHHbIe opraHu3aumnm n obpasoBaTesibHble yYpeX4eHUs
npurnaweHnsa Ha KoHgepeHuuntio HATO 24-25 deBpansa 2010 roga. Kak TosibKO nosiyvaTesnb
BCKPbIBaJ MPUIOXKEHHbIN JOKYMEHT, 3/10BpeiHas nporpamMMa BHeapsnacb B KOMNbOTEP U
npucoeaunHsAMa ero K HeBUAMMOWN CeTU, OTKPbIBas MOLLEHHUKaM LOCTYyn K
KOH(1aeHUNaNIbHbIM AaHHbLIM 31E€KTPOHHOW NoYThl Blagensbues. MELANI cmorna
onpenennTb KOMaHOHbIN CepBep NMPATOB U COCTaBUTb MOJIHbIM CMNCOK 3apaKeHHbIX
CanToB, OTMNPaBMB €ro KOMMNETEHTHbIM B/IAaCTAM.

Ny6nmkysa CBOW Ce30HHbIN OoT4YeT, LeHTp peructpaunm n aHannsa oas 3awmThl
NH(POPMAaLMOHHBIX AaHHbIX NMOJIb3YOTCA C/ly4YaeM HaNOMHUTb O HEKOTOPbLIX Mepax
NpPefoCTOPOXKHOCTAX MPU NCNOJSIb30BaHUN VIHTepHeTa 1 3/1eKTPOHHOM NOYThl. B 4acTHOCTH,
pekoMeHAyeTCs C NoA03peHNEM OTHOCUTLCA K NpensioXXeHnaM pabovymx MecT U NMMcCbMam,
obewaownm nerknin 3apaboTok Nam KpynHbln BeINrpbIWw. [ake B UHTepHeTe Henb34
3apaboTaTb KPYMHble CyMMbI C JIEFKOCTbIO, - MpeaynpexXxaatT 3kcnepTbl no 6esonacHoCcTy.

A ecnu Bbl BAPYT MOMyYUAN HEKYIO CYMMY ieHer «no owmnbke» c npocbboii nepenpaBuTb
nx obpaTHO COBCTBEHHUKY, HE CnelwnTe NCNoNHATL 61aropoaHoe nopyyeHune. Ecnum peyb
NOeT 0 MOLIeHHNYeCTBe, TO BMNocaeacTBMmM Bac MoryT o6BUHUTL KAk COyYaCTHUKA B
OTMbIBAHUN AeHer. BblBOA: 31EKTPOHHbIE MUCbMa OT HE3HAKOMLEB C MOA03PUTENbHbLIMU
afpecaMn n TeMamu Jlyylle He BCKPbIBATb.
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