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OT [encTBUin XakepoB KOCBEHHO NMOCTpagann apMus, TaMoXXHA n defepasibHoe
ynpasneHue nonnumn (Fedpol).
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Une cyberattaque touche les offices fédéraux suisses

XepTBamMu kKnbepnpecTynHUKoB B LLIBenLapnmn y>xe CTaHOBUJINCb MECTHbIE OpraHbl
BN1IACTU, BKJIIOYAsA PacnosIoKEeHHbIN B KaHTOHe Bo ropoaok Ponnb, BpavyebHble KabuHeThl,
yHuBepcuteTbl, CMU 1 Takme KpyrnHble koMnaHuu, Kak ABB u Swissport. Ho HepaBHAS
aTaka OT/IN4aeTCAa OT NpeablAyLnX, TaK KakK OHa BNepBble 3aTPOHYJ1a rocyfapCTBEeHHbIe
CUJI0Bble CTPYKTYPHI.

MNepBbiMK 0 BecnpeLefeHTHOM XakepCKOM HanageHnn coobLwmnm xypHannucTel Le Temps.
Mo nx nHopmaumnn, NOCTpagasn HECKOJIbKO KaHTOHAaJIbHbIX NOJIMLENCKUX YNpaBieHUNR,
wBenuapckasa apmMmmsa, TaMoxXHsa 1 Fedpol. Bce 3Tu ydypexaeHns obbeanHAET TO, 4TO OHMU
nosb30BannChb ycayramm 6epcHkon UT-komnaHum Xplain, koTopasa n ctana
rnepBOHaYasibHOW Lesibio XakepoB. B3nom - gesno pyk kubepnpecTynHUKOB 13 rpynnsl Play,
KOTOpble paHee y)xe aTakoBann megmnaxonguHrn CH Media n NZZ, a Takxe nocTaBWwMKa
NT-ycnyr Unico Data n myHmnuunannteT CakCcoHa B KaHTOHe Bane.

MNocTaBLWKK nporpaMMHoro obecnevyeHns npouHpopmmposasn ob nHunageHTe
COOTBETCTBYIOLLNE CTPYKTYPbl, OTMETUB, YHTO HE XPaHUT B CBOUX CUCTEMAX HUKaKUX
OAHHbIX 0 YaCTHbIX nuax nnm busHece KAMEHTOB. Ha WaHTaX BbIMOraTenen gupma He
nopganacbh, OTKa3aBLNCb OT KOHTAKTOB C HUMU. «Mbl He ByaeM nnaTuUTb BbIKYM», -
noAvYepKHysa B KOMMeHTapuun Le Temps aupektop Xplain AHapeac J1ésuHrep. KomnaHus
obpaTunacb 3a nomoLlbio B HaunmoHanbHbIN LeHTp kubepbesonacHoCcTu.

KnbepnpecTynHukn yrpo>kanm onybnnkosaTb B apkHeTe B 0buwen cnoxHoctn 907
rmrabanToB OaHHbIX, ecnn He byaeT 3anjiavyeH BblKyr, HO NOKa obHapogoBanAM NULWb YacTb
OaHHbIX. 1o oueHkaM Le Temps, peyb naeT o WecTu CXKaTbiX pansiax C Tbica4aMun
NOKYMeHTOB 06LnM 06beMOM 0KOJ10 Tpex rmrabanTtoB. B HUX cooepXnTcsa nHhopmaumns o
MHOro4uncneHHblx NT-npoekTax, peann3oBaHHbIX Fedpol COBMECTHO C HECKONbKNMM
KaHTOHaJIbHbIMU NOJINLENCKUMN YNPABAEHNAMN: KOHTPAKTbI, TEXHUYECKne
cneynukaunm, noeHTudnKaTopbl 4aa OOCTyna K onpeneneHHblM ycayram n npoyee. B
CeTun pa3MeLleHbl 1 LOKYMEHThl, UMelLLne oTHoWweHne K TaMoxXxHe, Ruag Group, Rega v
apMun.

o nmerwmMMcs Ha AaHHbIN MOMEHT CBefleHUsAM, HN oAuH NpoeKT Fedpol He nocTpagan,
Tak Kak y Xplain eCTb aHOHUMHbIE JaHHble 414 Lene TeCTUPOBaHUA, HO HeT A0CTyna K
ornepaTuBHbLIM AaHHbIM. PefepanbHOoe yrpaBieHNe TaMOXXEHHOW N MOrpaHNYHOM OXpaHbl
TakXe noaTBepanso, 4To AaHHble nepenucku ¢ Xplain ckoMmnpomMeTnpoBaHsbl, HO
cobcTBeHHbIe AaHHble YrpaBieHusa He nocTpajanu. Mo cnoBam npecc-cekpeTaps
depepasibHOro MUHMUCTEPCTBA 060OPOHbLI, HA OCHOBAHUN Pa3bACHEHUIW, COENAaHHbLIX apMUeENn
Ha CErogHAWHWA AeHb, UHUUAEHT He rnpuBes K yTe4yke JaHHbIX U3 apMenCKNX CUCTEM.

Takum obpa3oM, NOKa 3aTPOHYTble B€AOMCTBA MoJsiaratoT, YTO AaHHbIE U3 OENCTBYIOLWNX
MPOEKTOB He bbiNn MoxuieHbl. C 3TON TOYKKN 3pEeHNA NPOUCLLECTBME MOXXET MOKa3aTbCs He
O4Y€eHb Cepbe3HbIM. HO 3TO He CoBCEM TakK: KnbepaTtaka NpooeMOHCTPMpPOBasia ya3BMMOCTb
CTOPOHHUX TEXHOJIOrMYECKMX KOMMaHW, KOTOpble pacrnosiaraloT KOHPUAEHLUNaNbHON
MHGOPMaLMEN N B3JIOM KOTOPbIX MOXKET UMEeTb Cepbe3Hble nocnencTeuns. Tak, ataka Unico
Data napanu3oBana 4actb UT-cucTtembl ee knneHTa Pathé, onepaTtopa kKnHoTeaTpos. Takue
bVpMbl - NpuBJiIeKaTe/IbHble Lesin OJ19 XaKepoB, KOTOpPble MOryT pa3oM MOXNUTUTb OaHHblIe
OECATKOB UM fa)Ke COTEeH KJIMEHTOB. DKCNepTbl CXOOATCA BO MHEHUU, YTO MOCTaBLWMKAM
NT-ycnyr cnenyeT 6bITb 0COBEHHO OCTOPOXXHbLIMU, HaNpuUMep, TWaTeNbHO B3BeLWmnBas



natloCbl U MUHYChbI pa3MelleHnsa Ha CanTe CNUCKa CBOUX KJIMEHTOB, YTO NOTEHUMNANbHO
MOXeT npumBJie4b BHUMaHNE XaKepOoB.

HobasuM, 4TO BANTENBHOCTb HE CTOUT TEPATb HE TOJIbKO KOMMaHUAM, HO 1 0ObI4YHbIM
noJsib3oBaTensaM. HaunoHanbHbIN LeHTP KnbepbesonacHOCTN, HanpuMmep, pekoMmeHayeT
MOCTOAHHO NOJNIb30BaTbCA PYHKLMEN MHOMOWAaKTOPHOW ayTeHTUPMKaLnMmM, kKotopas
obecneymBaeT LOMOJIHUTENIbHYIO 3aLLUMTY OT HECAaHKLMOHNPOBAHHOIO AOCTYyNa K cucteme
NN NPUIOXKEHUIO: aKTUBUPYUTE MHOMOaKTOPHYIO ayTeHTUMMKaL NI 018 BCeX
KOH(pMAeHLUManbHbIX YH4ETHbIX 3anucein, BKAYasa 3/IEKTPOHHYIO MOYTY, MHTepHeT-6aHKUHI
N coumasibHble CEeTU, @ TakXe peryasapHo npoBepanTe HAaCTPOMKM 3TON PYHKLUN.
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