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3aCcTpaxoBaHO OT KubepaTak |
SwissCovid n'est pas a I'abri des
cyberattaques
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He3aBucmMble a3KCNepTbl NpeaynpeXxaatoT 0 BO3MOXXHOCTW COBepLUeHns KnbepaTak Ha
nporpaMmmy oTCNeXXMBaHUSA KOHTakToB SwissCovid, 0 KOTopown Mbl Nucaan. HackonbKo
060CcHOBaHO nx 6eCcnNOKONCTBO N 4TO AenaeTcsa AN npenoTepalleHns?
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Des experts indépendants mettent en garde contre la possibilité de commettre des
cyberattaques sur I'application de tracage SwissCovid, a laquelle nous avons consacré un
article. A quel point leurs préoccupations sont-elles fondées et que fait-on pour résoudre le
probleme?

SwissCovid n'est pas a I'abri des cyberattaques

[0 KOHLa 3TOro Mecsia cCoCToONTCA opuLMabHbIA 3aMyCK BbILLEYNOMAHYTOrMr0
NMPUIOXKEHNS, KOTOPOE, NOCsIe NMPOXOXAEHUS CTaAun TeCTUPOBaHUSA, CTaHeT eLle OAHUM
cpencTteoM 6opbOLI C pacnpocTpaHeEHEM KOpOHaBupyca. lNocne Toro, Kak napiamMmeHT
onobpun SwissCovid ansa Bcero HaceneHus, penepasbHbin YNOJHOMOYEHHbIN MO 3aWnTe
OaHHbIX (PFPDT) oTMeTWA B KOMMIOHUKE, 4TO YpOoBeHb 6€30MacHOCTU NporpaMmbl
[OCTaTO4HO BbICOK. Pa3pabaTbiBas SwissCovid, cneymanucTsbl Lropuxckoro (ETHZ) n
no3saHHckoro (EPFL) nonnTexoB UCMosib30Basn NPOrpaMMHbIA UHTEPgenc NnpuioxxeHus
(API) oT koMnaHum Google n Apple. C To4ku 3peHnsa PFPDT, B cpaBHeEHUU C MOBCEOHEBHbIM
NCMoJsib30BaHMEeM CMapT@HOHOB, paboTatlowmx Ha onepaumoHHbIX cnctemax ot Google nan
Apple, ncnonbsosaHme APl oT 3TuUX bnpM A9 CO3gaHUA HOBOIrO NMPUIOXKEHUA He
npencTasiseT CyWwecTBeHHO BonbLlen ONacHOCTU 414 NINYHBLIX OaHHbIX.

Tem He MeHee, npodeccop EPFL Cep> BoaH3, cneunannsnpyowmncsa Ha Kpuntorpadun, un
rnasa »eHeBckon NT-komnaHum Base23 MapTeH ByaHy npuwnam K BbIBOAY, 4TO AaHHbIE,
nepecsisiaeMble no Bluetooth, MOXXHO M3MEHUTb, pacnpoCcTpaHAa CBEAEHUSA O JIOXKHbIX
C/lydasix 3apa)keHusa KopoHasmpycoMm. OcHoBaTesb opraHu3saumm PersonalData.io n MyData
Geneva lMonb-Onunebe [1les nog4epkKHyN B UHTEPBbIO TenepaanokoMnaHmm RTS, 4To KTO
YyrogHO MOXXEeT nepexBaTbiBaTb MHMOPMaL WO, NepenaBaeMyto TeneoHamu. He
WNCKJTIOYEHO, 4YTO aTaKy CoBepLluaT NPOrpaMMmUCTbl, HAHATbIE KaKON-1nbo opraHusaumen,
NN NPOCTO YesloBeK C AYPHbIMU HaMepeHUsaMu. 3a4eM? MosydmB NOXKHble coobLieHuns,
MHOrune weenuapLbl oTnpaBaTca B 60bHULLI, ApYyrne Camon3oNMpyoTCcs B
NporNakTUYeCKX Lensax, B pesysbTaTe HapywunTca paboTa kakoro-nnbo npegnpuaTms.
MNepenayvy HEBEPHbIX OaHHbIX MOXXET YCTPOUTb AaXKe TaJIaHT/IMBbIN CTYAEHT: 3aCTaBUTb
BCEX NOBEPUTb, YTO B ero rpynne ectb 3aboneswine, n, Taknm obpasom, LOOUTLCA OTMEHbI
3K3aMeHa.

Ha canTte munH3lgpasa LUesenuapun (OFSP) onybnmkoBaH AOKYMEHT, B KOTOPOM
noATBepPXXAaeTCA BO3MOXHOCTb COBEPLUEHMS BbILLIEONUCaHHbIX aTak, HeobxoanMmble
ceBeneHus 6b1n nepenaHbl B Google n Apple. Jo6aBuMm, 4TO And ycnewHon kmbepaTtaku
3/1eKTPOHHbIE YCTPOMNCTBA 3/I0YMbILLUJIEHHNKOB O0/DKHbI HAXoAnTbCcs B KoHenepauun, K
TOMY Ke B Te4yeHune xoTsa 6bl naTHaguaTn MMHYT B6IM3n oT TeneoHOB NoTeHLUMaIbHbIX
»epTB. TakmuMm obpa3om, NPecTynHUKN HE CMOryT OCYLLEeCTBMUTb CBOW 3aMbICesl U3 APYroro
ropofa nnm cTpaHbl. TeM He MeHee, AaHHble 06 ya3BumocTun SwissCovid 6b1sIn OTNpaB/ieHbI
B LLIBenuapcknin LeHTp no sonpocam kKnbepbesonacHoOCTU. N0 OKOHYaHUN TECTUPOBAHUSA
3KCMepTbl NPeACTaBAT OTYET 0 BO3MOXHbIX npobsieMax Npu UCnosib30BaHNN NPUSIOXKEHUS.
Co cBOeN CTOPOHbI, BIACTU PACCYUTLIBAIOT Ha TO, YTO CTpax nepen yrosioBHbIM
npecnenoBaHNUeEM OXNaguT Mbisl MPaBOHApPYLWMTENEeN: 3a pefakTUpPOBaHMe OaHHbIX,
nepecbiaemblix B SwissCovid, MOXXHO yroanTb B TIOPbMY Ha CPOK 00 NATU NeT.

Ha canTe opraHusauumn Digital Switzerland (DS), nogaoep>xunsatouien ungposbie
WHHOBALMKN, OTMeYaeTCs, 4TO CerogHsa B Mupe AOCTYMHbl He MeHee 48-Mn NPUIoXKEHUIN
AN OTCNEXUBAHNSA KOHTAKTOB. Takne nporpamMMbl UCNONb3YIOTCS, Hanpumep, B
AscTpanuu (COVIDSafe), ®paHuun (StopCovid) n CuHranype (TraceTogether),
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npaBunTENbCTBa MHOTUX NroCyAapcCTB pa3MbILUNIAKT Had 3allyCKOM noaobHbIX I'Ipl/lJ'IO)KGHI/II7I.

CornacHo nccsienoBaHuo, NPoBeAEHHOMY MHCTUTYTOM N3y4yeHns obLecTBEHHOro MHEHUS
Sotomo, 70% weenuapues oa4obpsaloT 3anycK npuaoxeHunsa SwissCovid. Mpun 3ToM MHOrmne
BO3MYLLEHblI MbICJIbIO O TOM, 4TO WUCMOJIb30BaTb MPOrpaMmy, BO3MOXXHO, MPUAETCS Mo
npocbbe paboTomaTena nam oasa nonyvyeHus AOCTyna K onpenesieHHbIM ycayram. Mo
nosoay Toro, 4to 6aTapes byaeT 6bICTpee pa3psaKaTbCA N3-3a NOCTOAHHO BKJIIOYEHHOI O
Bluetooth, nepexxneaeT, B OCHOBHOM, MON0AEXb. Pa3MbIlWAAa O MPUNOXKEHUN AN
OTCNIEXKNBAHNSA KOHTAKTOB, LUBENUapLbl HE CTOJIbKO 6eCNOKOATCH 0 3aWnTe AaHHbIX,
CKOJIbKO O TOM, 4YTO B [40JIFOCPOYHON MNepCcrneKkTMBe NCNO0JIb30BaHNE 3TON NPOrpamMMsl
MOXXET CTaTb NPUYMHON OrpaHmnyYeHns ceobogn.

OT penakuumun: Bce Halum matepuasibl 0 Covid-19 cobpaHbl B TEMaTU4YE€CKOM LOChLE.
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