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O 4eMm KpeauTHas KapToyka MOXXeT paccka3aTb NIHTepHeTy? (© Keystone)
CncteMbl AUCTaHUMOHHOIro 6aHKOBCKOIro 06CcnyxmBaHnUsa NPakTUYHbI N yO00HLI B

MCNOJIb30BaHMN, HO He 3aLUULLEHbl OT KOMMbIOTEPHbLIX MUPaTOB.
Bien qu'étant pratiques et dits "sécurisés", les systemes de paiement online ne sont pas a
['abri d'un piratage informatique.

Internet - I'lle au trésor?

LBenuapckuin LleHTp perncrtpaumm n aHanamsa onas 3awmTbl MHPOPMaLUNOHHbBIX JaHHbIX
(MELANI) onybnnkoBan o4yepegHOM OTYET O TOM, Kak He be3onaceH VIHTEpPHET, N 4TO C
3TuUM genaTtb. OcobeHHO ys3BMMbI, N0 MHeHUto MELANI, cnctemMbl OUCTaHLMOHHOIO
BbaHkoBCKOro obcnyxxmeaHus, nnm MHTepHeT-63HKMHI. Bo BTOpon nonosmHe 2008 roaa
KONIM4YeCTBO HanageHnin Ha nporpamMmbl «e-banking» yBenm4naocb BABOE: CJMLLKOM YXK
cobnasHuTeNnbHOM NpencTaBasAeTCa KOMMNbIOTEPHbIM NMpPaTaM BO3MOXHOCTb
«nepexBaTUTb» CEKPeTHbIe KOAbl BO BpeMs OTKpbITUA IHTepHeT-ceccnm GaHKOBCKMMU
KINeHTaMu.

CyliecTByeT HECKOJIbKO NMMPATCKUX «npuemMoB». OAUH N3 HUX - pacnpoCcTpaHeHne
BPELOHOCHOrr0 NporpaMMHoro obecrnevyeHunsi, KOTopoe KOMMNbOTEP NepekaymBaeT
aBTOMATM4YEeCKN N HE3aMEeTHO 4J11 NoJsib30BaTe 1 BO BPpeEMSA OTKPbITUA ceccun. MNMocne yero
«ManBapb» (0T aHrMMNCKOro malware, »xaproHHoe cnoBo, 0603HavarLlee BUPYCHYO
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nporpammy) 6e3 npobnem pnobuiBaeT ANa 3710YMbILLJIEHHUKOB HEOBXOANMYIO NHOPMALMIO
N OTKpbIBaeT UM OCTYN K 6aHKOBCKUM CcH4eTaM He3a[auy/IMBOro nosb3oBaTtend. [levyasnbHo
N3BECTHbIN «TPOSIHCKUI KOHb>», CMEeLNann3npyowmnca Ha gobbive nHgpopmaumu,
pacnpocTpaHsaeTcs nmbo 4yepes cnam, Mbo 4Yepes 3apakeHHble canTbl. [pn 3ToOM
nosb30BaTeNN faXe He oTAatoT cebe oT4yeTa B TOM, 4TO CMCTEMA NepeKavynBaeT BPeaHYIo
nporpamMmy.

JkcnepTbl MELANI npepnocTeperatoT N OT «PULLNHIa». «OULNHIOBbIE» 3NIEKTPOHHbIE
nMCbMa 3aMaHUBAIOT NOJib30BaTesIeN Ha CaThbl, CreymasbHO CKOHCTPYUpPOBaHHbIe Kubep-
nupataMn 0ns Bbly>XMBaHUA KOH(DUAEHLNAbHBIX AaHHbIX - Mapose U Ko4OoB A0CTYyna.
Hepenko nofobHble canTbl B eTansax BOCNPOU3BOAAT nHTepdenc opulmanbHOro canta
BbaHKa, KIMEeHTOM KOTOPOro siBNAeTCsa x)epTBa. HOrfa MoleHHMKaM yaaeTca npobpaTbcs
nae B opmumnanbHble 6aHKOBCKME CUCTEMbI U Pa30CiiaTh 3JIEKTPOHHbIE NMUCbMa C
noafenbHbIM afipecoM OTnpaBnTensd. Takme NMcbMa OTKPbIBAaTb HE PEKOMeHAYeTCH.
Bnpoyem, agMuHUCcTpaumnsa 6aHkoB 0bbIYHO pearnpyeT onepaTUBHO U OTNpaBaseT
KnneHTaM npeaynpexneHne He oTKpbIBaTb TO UK MHOE MNCbMO.

TpeBory y WBENLAPCKNX SKCNEPTOB BbI3bIBAOT N BHELWHNE HOCUTENN - (pNeLll-KapTOYKu U
knto4n USB, Ha KOTopble MOryT cofep>XaTb 3aMaCcKMPOBaHHYIO BPe4OHOCHY NporpamMmmy,
aBTOMaTMYECKN KONUpyemMyto NMHPOPMALMOHHON CUCTEMON.

YT06bl NPpefocTepeyb noJsib3oBaTesien, NycTUBLIMXCA B cBOOoAHOE niaBaHWe no
NHTepHeTy, OT rpo3fWmx M onacHOCTEN U «N0ABOAHbIX pudoB», skcnepTbl MELANI
npeasiaratoT CMUCOK NOJIE3HbIX COBETOB.

MNepen TeM, Kak OTKPbITb BaHKOBCKYO NHTepHeT-ceccuto:

-BCe BpeMS OTKpbIBaTb Ceccuto «e-banking» B HOBOM OKHe, 3aKpbIB BCE OCTaJIbHblE OKHa U
CanTbl Ha BpeMs ceccuu;

-HUKOrga He nepexoanTb Ha CanT AUCTaHUMOHHOro 6aHKOBCKOro obcnyxmBaHus no
CCbIZIKaM, YKa3aHHbIM B 3JIEKTPOHHbIX MUCbMax Unn Ha Nobbix Apyrmux cantax;

-KaXAbl pa3 NOJIHOCTbLIO HabupaTb agpec baHKa OT PyKK, He Nepexoas Ha Hero no
CCbIIKaM;

- PErynspHO MeHATb Naponu;

-HUKOMY He coobuwaTb Baw NMYHbIM Naposb N KOA4 OOCTYMa K cHeTaM;

-He [00BepATb 3JIEKTPOHHbIM MNCbMaM «OT BaHKa» C nNpocbbonm BBeCTM Bawin
naoeHTUPUKaUMOHHbIE AaHHbIE, HE MPOBEPUB NpeaBapuTeslbHO 3Ty MHGOPMaLUIO MO
TenedoHy;

- KaXXObl pa3 3akpbiBaTb 6BaHKOBCKYIO CECCUIO B CNEeLMNaIbHOM OKHe «3aKpbiTb CECCUIO», a
He OrpaHNU4YMBaTbLCA 3aKPbITUEM [TaBHOI0 OKHa nnn NHTepHeTa;

-nepen TeM, Kak OTKPbITb CECCUIO, YOOCTOBEPUTHLCA C MOMOLLbIO cepTUdUKaTa, 4TO Bbl
HaxoguTecb Ha ouymanbHOM canTe BaHKa N BCe AaHHble NepenatnTCcs B 3alUMPPPOBAHHOM
BMae.

B npuHunne, gns 6e3onacHoCcTy Balwero komnbtoTepa cnenyeT:

-perynsapHo o6HOBNISATb MHPOPMALIMOHHYIO CUCTEMY U BEPCUN MPOrpaMm;
-yCTaHOBUTb aHTMBMPYCHOE NporpaMmMHoe obecneyeHne n CUrHana TPEBOru;

-He N0BepATb HEM3BECTHLIM NpoBalAepaM U NoA403PUTENbHLIM MPEeaSIoKEHUNSM
nepekayaTb Ty WM UHYIO NPOrpamMMmy;

-HE OTKPbIBaTb NOA03PUTESIbHbIE 3/IEKTPOHHbIE MUCbMa N BJIOXKEHHbIE B HUX (halJibl.



OduumanbHbI cant MELANI
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JeHbrn yTekarT CO CKOPOCTbLIO CBeTa
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