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ManeHbKOM NPOBOJIOKN AOCTAaTO4YHO, 4TOObI B3/IOMaTb 3/IEKTPOHHbLIN KO A
MHTeNnNeKTyaslbHON cuctemMbl besonacHocTn (© ETH Zlrich)

CoTpyaHuKn LLiBenuapcKon BbiCLLEN TEXHUYECKOWN LWKOJIbI Lilopmxa B3/10Masin MalUnHY
CBOEro Ha4vasJibHUKa: B Hay4HbIX LEensax 1 no ero cobcreseHHon npockbe.
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Les collaborateurs de I'ETH Zlrich ont déchiffré le verrouillage a distance dans la voiture de
leur chef: au nom de la science et sur sa propre demande.
Les chercheurs de I'ETH ont trompé Keyless-Entry-System

OkKa3blBaeTCs, MOXXHO YrHaTb MaLLUMHY U HE TOJIbKO OCTaTbCsA 6e3HaKa3aHHbIM, HO U
nony4YnTb ogobpeHne BnagensLa: No kpanHen mepe, CpabsH THankyH, npodeccop
Kaenpbl KOMMbIOTEPHbLIX TEXHONOIM NI Bbiclen TexHnYeckon wkosbl Litopuxa (ETH),
oCTasica [oBoJsIeH paboTon CBOUX COTPYAHUKOB, KOTOPbIM OH MOPY4u B3JlIOMaTb
3N1IEKTPOHHYI0 cnctemy 6eckno4eBoro 4ocTyna cBoen MalmnHbl. OpenseH ®paHCUNOH 1
Bopuc JaHeB He TOJIbKO C JIEFrKOCTbIO CMPaBUINCL C MOCTaB/IEHHOM 3ada4en n obMaHynu
MOAHYI0 cuctemy Keyless-Entry, HO 1 HaWAM XUTPOYMHbIe CNOCOObI 3aLLMTbl OT
B3JIOMLLMKOB 3JIEKTPOHHbIX KJlo4en. B onybankKoBaHHOM nccaenoBaHnm LIOPUXCKMe
y4Y€eHble CHavyasla paccka3aiv 0 TOM, KaK B3/IOMaTb MalLUWUHY Ha 3/IEKTPOHHON CUCTEME
ynpaBsieHus, a 3aTeM - Kak obe3onacnTtb cebsa OT YroHLWNKOB.

KomdopTabenbHas cnctema beckno4eBoro 4ocTyna, OTKpbiBaoLWas ABepn, CIOBHO Mo
BonwebCcTBY, B NoC/feHee BpeEMSA 3aBOEBbIBAaET BCe O0JbLUYIO NOMNYAAPHOCTb Cpeamn
asToBNagenbLUeB. KoMnbloTep, YyCTAaHOB/IEHHbIV B MaLllMHE, pearnpyeT Ha 3/IEKTPOHHbIN
4Yun, BCTPOEHHbIN B KJIKOY WX CMapT-KapTy Bhajdesbua: 40CTaTOYHO Npubam3nTbCs K
aBTOMOOMNIO, KaK ABepLbl FOCTENMPUUMHO OTKPbIBAIOTCS, @ MOTOP 3aBOAUTCSA NIErkKUM
Ha)kaTueM Ha Knasuwy «CtapT». Takon e yaoOHOM CMCTEMON OCHaLleHa 1 HoBas
MalluMHa npodeccopa KoMMNblOTEPHbIX TexHonorum ETH CpabsiHa T4ankyHa, 1, Tak Kak
rnaBa UccnefoBaTeNbCKOW FPyMmbl, 3aHMMatloWencs cncteMamm 6e3o0nacHoOCTU, OTHIOAb He
paBHoOAYyLWeH K 6ecnpoBOAHbLIM CETAM U AaT4YMKaM, OH peLunsi NPpoBepUTb, HACKOJIbKO
MO>XHO noBepsTb Keyless-Entry.

TyanKyH BO3J10)KWUJ1 HA ABYX CBOUX COTPYLHUKOB Ba>KHYI MUCCUIO: MOMbITaTbCA YrHaTb €ro
COBCTBEHHYIO MaLUMHY, NPSAMO Ha CTOsIHKe yHuBepcuTeTa. OpenbeH ®paHCcUinoH n bopuc
[JaHeB NpULLIN OT NOPYYEHNS B BOCTOPr U He 3aCTaBuAM NpocnTb cebs asakabl. K nx
6onblIOMY YAMBEHUIO, XBasieHY0 6ecnpoBOAHYIO0 cucTemMy 6e€30nacHOCTM yaanoch
PacKyCUTb MpuK NepBbIX Xe MonbiTKax: npodeccopa 6e3 Tpyaa 0Kas3aMCb B Hy>XON MalLUMHe
M Da)ke CMOrau 3aBecTu ee.

[eno B TOM, 4TO AJ19 3HATOKOB KOMMbIOTEPHbLIX TexHonormm Keyless-Entry-System
COBEPLUEHHO He OTJIMYaeTCsa OT Apyrux Tunos 6ecnpoBoAHbIX ceTen. DYHKLUMNOHMPOBaHNE
3N1eKTPOHHOr 0 Kto4a obecnevymBaloT pacnosioXKEeHHbIe B Pa3HbIX YacTAX aBToMobunns
AHTEeHHbI, MochllaloWmMe KOAOBbLIA CUrHal, Kak TONIbKO BRageney npubnmxaeTcsa K
MalwwuHe. CneunanbHbIM TPaHCMOHAEP, BCTPOEHHbIN B 3/IEKTPOHHbIN KJTH0M,
pacwn@poBbIBAaET CUrHaN U «OTBeYaeT» aHTeHHaM B aBTOMOBMIe HOBbIM LINPOBLIM
KoOOM. ABTONWJIOT MalMWHbl CPAaBHUBAET MOCNIAHHbLIA N NOJIYYEeHHbIA CUFHaNbl 1 OTKPbIBaAET
AOCTYM K MallMHE U 3aXXUraHuio, ecaiv KoAabl CoBrnagatoT.

«Takmm obpa3om, Hala 3aja4v4a CoOCTosAIa B TOM, 4TOObI BBECTM CUCTEMY MaLUUHbI B
3abny>xgeHune, 3aCTaBUTb €€ NMoBepuTb, ByATO TpaHCNOHAEP KJI0Ya HaXOANTCA B
HenocpeacTBeEHHOM BAM30CTN OT Hee. XOTA Ha caMoM Aesie OH 6bi1 B CyMKe yaasnBLIerocs
Bnagenbua», - obbsacHaeT bopuc aHes. B3NOMWWKM BO UMS HAYKN OXKNAANN
npmban>xeHne CBOEro Kosanern B CNopTUBHOM aBTOMOOME Ha CTOSIHKE YHMBEPCUTETA.
THankKyH 3akpblsl MaWwmnHy, Kkak nogobaeT, n oTnpaBuacsa paboTaTb Ha Kadenpy, cnpsAaTas
3/1IEeKTPOHHbIN K04 B KapMaH. Ha Kadefpe ¢ HUM CTONKHYJICA OAUH U3 COOBLLHNKOB, B
KapMaHe KoToporo 661710 cnpsATaHO NMPMeMHoe YCTPONCTBO pa3mepom ¢ MP3-nnenep.



B 3TO BpemMs BTOPON «B3JIOMLUMK>» CTOSAJ BO3JI€ MaLLUUHbI C MepeaaTYNKoM, CBSA3aHHbLIM C
AHTEHHOWN: «POJIb @aHTEHHbI MOXKET BbINOJIHATL 0ObIYHAA NPOBOJZIOKAa», - BblAaeT CeKpeT
OpenbeH ®paHCUNOH. Takas aHTEeHHa, NPUCTaBJIEHHasa HEMOCPeACTBEHHO K py4Ke ABepw,
JIOBUT CUIHas, NCMYCKAaeMbI aHTEHHaMN MallWHbI N HanpaBaseT ero Ha nepegaTyuk,
KOTOpPbIN TpaHChopMupyeT KOA N nepefaeT ero Ha BbICOKOYAaCTOTHbIX BOJIHAX NPUEMHOMY
YCTPOMCTBY B KapMaHe BTOpOro coobuiHnka. B cBolo o4yepenb, NpUueMHoe YCTPONCTBO
nepegaeT CUrHaa Ha KJIl0Y B KapMaHe y HaxoasLeroca psnomM Bnagensua asromobuns.
Knto4, camo cobon pasymeeTcs, OTBeYaeT Ha U3BECTHbIN Ko4. «Bce nponcxognt B 04HO
MIHOBEHME, N BOT MalUMHa Y>Xe OTKpPbITa», - AeNaTCa BnevyaTieHnamMmm npodeccopa
dpaHCcninoH n aHes. HanaeHHbI cnocob OHW MPOBEPUAN U Ha APYrUX MOOENSAX:
pe3ynbTaT OKa3asiCsa TEM e, BeAb BCce becnpoBoaHble Koy paboTatoT no ogHOMY U1
TOMY e npuHumnny. CBOM MeTOoA y4eHble Ha3BaIM «aTakKa PeTpPaHCSTOpa»: OCHOBAH OH Ha
TOM, 4TO CUCTEME MaLUWHbI, B pe3yJsibTaTe XUTPOYMHOM Urpbl C NepefaTynkamMmm, KaxeTcs,
OyOTo K/IOY BNagesbla HaxoouTCcsa B HemocpencTBeHHoOM 6/1M30CTM OT Hee.

OnHaKo ulopuxckue rnpodgeccopa paspabotann cBon MeTod He ANS YrOHLWNKOB, a ANs
TOro, 4Tobbl NOMOYbL aBTOBMAAEbLAM 06BECTN BOPOB BOKPYI NasbLia. 3NeMeHTapHble
Mepbl 6e30nacHOCTN NO3BONIAIOT 0be3onacnTb cebsi OT NOAKOBAHHbLIX B KOMMbIOTEPHbIX
TexHoNornsax Bopos. lMepBbit Croco6: MOXKHO NMPOCTO-HANPOCTO BbIHYTb BaTapenku ns
6ecnpoBOAHOro KJlo4a Ha BPEMSA CBOEro OTCYTCTBUA N OTKPbITb MallMHY C MOMOLLbIO
3aMacHOro KJto4a, COBETYIOT LIOPUXCKNE nccnefoBatesin. «3TO 3HaYNUTENIbHO YCNOXKHSAET
YrOHLWMKaM [eno», - OOBbACHAIT y4YeHble, - «TaK Kak CHavasia UM Hafo AeNCTBUTEesIbHO
B3/IOMaTb [Bepb MalluHbI». [Nobo4yHOoe aencTeme - becnposoHas CUCTEMa TepseT BCAKUN
CMbICJ1, U1 MalUMHa OTKPbIBAETCA C MOMOLLbIO 0ObIYHOIO KJllO4a.

BTopon BapuaHT - 06epHYyTb 3N1EKTPOHHbIN K04 KaKUM-HUBYOb MeTaniom-
HernpoBOOHMKOM, Harnpumep, aJloMMHNEBON (POJILIOW: OHa NPenATCTBYET rnepenaye
becnpoBogHOro curHana. Bopam npuinock 66l 3HAYNTENIbHO YCUNNTbL CUMHaN, 4TOObI
NpobuTbCA CKBO3b METa/NINYECKYI0 000/104KY U MOJYy4YUTb OTBET KJIK0Ya U KOO MaLUUHBbI.
OaHaKo CaMbiM YAO0OHbLIM Ha OaHHbIA MOMEHT ABNSETCA TPETUIN BapuaHT 3allnThl,
pa3paboTaHHbIn CpabaHOM THaNKyHOM M ero Kossierom no System Security Group
Kacnepom boH PacmycceHoM. C NOMOLLbIO NX YCTPONCTBA, Y>Ke CyLeCcTBYIOLWEro B
NpoToTMME, BO3MOXHO NepefaBaTb aHTEHHaM aBTOMOOUAA NMHGOPMaALUIO O TOM,
HaCKOJIbKO B ENCTBUTENLHOCTU yaasneH OT MalnHbl IEKTPOHHbLIN K104 N BCTPOEHHbLIN B
Hero TpaHCNoOHAep: Takasd CUCTeMa He NO3BOoNsSeT aHTeHHaM ownbaTbCs U NPUHUMATDL
CUrHaNbl OT APYrNX YCTPOWCTB, TO eCTb 6/10KMpYyeT «aTaKy peTpPaHCAATOPOB>.

BOT Takol ypoK pa3paboTymkaM UHTENNEeKTYasIbHbIX CMCTeM 6ecnpoBoAHOro AOCTyNa K
MalLUnHe NpenoaHecs Iy LIPUXCKNE yYeHble. BrnosiHe BO3MOXXHO, YTO UX NMPOTUBOYIOHHbIE
akceccyapbl 6yayT nonb30BaTbCA CMPOCOM. A aBTOBNAAe/bLIAaM U BCEM OCTasIbHbIM
OCTaeTCsl MOCOBETOBATb TOJIbKO OJIHO: OCTOPOXKHee obpallaTbca ¢ 6ecrnpoBoAHbIMU
HOBUHKAMM: HUKOr 1a He 3Haellb, KaKO PETPaHCASTOP roTOBMTCS NO6AN30CTU K aTake.
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